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Six years into the US-led “war on terror,” the idea that governments can deter or curb terrorism by targeting its funding has gained

significant momentum worldwide. National and international initiatives have resulted in FATF issuing its 40 + 9 anti-money laundering
and countering the financing of terrorism (CFT) recommendations; the UN and a host of sanctioning bodies have issued travel bans
and undertaken asset seizures totaling some US$200 million. Yet, two emergent trends pose a significant challenge for existing CFT
frameworks: the likelihood of reduced exposure of terrorist groups to the financial system and their increased reliance on low-level
crime for funding. As terrorist financing methodologies constantly evolve to avoid detection, numerous experts are concerned that
terrorist groups have adjusted their modus operandi to depend less on the formal financial system in favor of notoriously under-
regulated, informal ones. In fact, multinational endeavors in the CFT field have revealed several typologies relating to terrorist
financing networks, underlying a variety of different structures and methods to raise, store and move money. While older
organisations, such as the ETA, have been credited with pioneering sophisticated financial networks within the banking sector, the
relatively new global Jihadist breed of terrorist seems to be reducing its exposure by operating outside the formal financial sector;
thereby making itself less vulnerable to financial and regulatory countermeasures. A comparison of the Basque Euskadi Ta
Askatasuna (ETA) and Jihadist financial networks in Western Europe highlights these trends and provides some insights on the future of

terrorist financing in Europe.

Another growing area of concern involves the development
of a crime-terror nexus, which implies a shifting potential for
cooperation between terrorist groups and organised crime,
and draws attention to alarming linkages between narcotics
and weapons trafficking and terrorist activity. Terrorist groups
have been increasingly associated with criminal enterprises
since the early 1990s, in some cases transforming into hybrid
criminal/terror entities in order to find new means to self-
finance and to circumvent increasingly constraining CFT

measures?t.

However, the involvement of terrorist groups with crime has
been varied. ‘Conventional’ terrorist organisations?
characterised by bureaucratic and territorially-based
infrastructures, such as the ETA, have been linked with high-
profile organised crime for several decades. Alternatively,
the transnational jihadi networks that infiltrated Europe in
recent years have been connected with more low-level
types of crime, which are less easily identified by law

enforcement and CFT institutions.

The risk posed by both these trends should be assessed in light
of the emergence of a novel type of terrorism which enables
new networked forms of organisation3. This has important
implications for counter-terrorism, namely that it is substantially
more difficult to combat highly decentralised, dispersed and
often acephalous networks which have proven altogether
more flexible and resilient than earlier terrorist groups with
hierarchical structures and a centralised leadership. In regard
to CFT, this implies that financial institutions need to be aware of
emerging trends and risks in order to start implementing
effective counter-measures that would significantly impact the
financial capabilities of terrorist organisations. It is crucial that
vulnerable industries adopt a risk-based approach that would
entail concentrating on implementing firmer Know-Your-

Customer (KYC) and enhanced due diligence practices.

‘ ‘ A growing area of concern involves the

development of a crime-terror nexus, which
implies a shifting potential for cooperation
between terrorist groups and organized crime. ’ ’
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The ETA Financial Network

The separatist group ETA was founded in 1959 to seek the establishment of an independent Basque homeland in northern Spain

and southwestern France4. It is one of Europe’s oldest and most notorious terror groups. Despite a cease-fire negotiated with the

Spanish government in March 2006, ETA did not officially renounce violence or show willingness to depose its weapons. It should

be assumed, therefore, that the group remains active®. Indeed, reports suggest that as recently as February 2007, ETA may have

held secret talks in Italy with the Irish republican paramilitary organisation, Real IRA (RIRA). The groups are suspected of seeking

to exchanage bomb-makina techniques and to secure arms and explosives supply routess.

ETA has been credited with building a sophisticated
financial network essential to its survival and longevity.
During the 1970s, ETA’s primary source of income was
derived from a ‘revolutionary tax’ illegally imposed on
the small and medium businesses of the Spanish Basque
region, in addition to proceeds from criminal activities
that included bank robberies, kidnappings of
businessmen and extortion. Eventually, the group
improved its strategy to sustain a highly centralized
organizational structure with semi-clandestine networks
based in France and Spain.

A notable development was the creation of a
centralized financial network, organized around the
banned Spain-based Udalexte Empresas, ETA’s main
financial body’. Other structures fulfiled fundraising and
channeling tasks such as Koordinadora Abertzale
Sozialista (KAS), outlawed in 1998 for allegedly having
laundered funds derived from kidnapping and
racketeering via a net of front businesses and
organizationss; its successor EKIN, banned in March 2001
on suspicion of double accounting?; and the Batasuna
political party banned in August 200210, Assessing ETA’s
present financial structure may prove difficult, as many
key leaders have been prosecuted and ETA-linked

organizations shut down.

However, it is possible to assume that radical factions
opposed to the cease-fire still require funding and may be
using other front organizations and businesses.

Another possibility is that banned structures may continue
to be active under other names. In recent years, ETA’s
finances tended to emphasize the interpenetration
between the traditional economy and the terror
economy!l. Indeed, with an estimated annual budget of
over Euro 10 million in 200212, ETA’s portfolio of assets and
activities was transnational, diversified and linked to the
formal financial system. Sources of funding remained
derived to a minor extent from traditional activities such as
extortion and kidnappings, as exemplified by the June 2006
arrest of twelve ETA members, including one of the group’s
founders Julen Madariaga, for having extorted
“revolutionary taxes” in a racketeering case spanning
twenty yearst3. However, the group gradually diversified
into low-level and organized crime activities. While there is
no evidence that ETA is engaged in lesser types of fraud,
such as credit card and phone card fraud, it has allegedly
been generating revenue from counterfeiting scams in

southern Spain involving clothes and handbags?4.

Reports also claim a possible involvement in cigarette
smuggling, the most recent case relating to a 2004
investigation by Swiss authorities of a decade-old cigarette
and money laundering operation involving over US$1

billion, suspected of having bankrolled ETA2S.
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However, ETA’s primary source of income seems to be
derived from its association with organized crime. The
group has been implicated in narcotics trafficking since at
least 1984 and is currently purported to be involved in
high-profile narcotics-for-weapons schemes, meaning that
it uses cocaine, heroin and hashish to pay for ilegal arms
shipments.16 Such an operation was uncovered in 2001 by
[talian police. It involved the supply of heavy weapons,
such as missile launchers and explosives, to the ETA by the
Camorra crime organization based in Naples, Italy in return
for cocaine and hashish shipments. The agreement
provided that the Camorra, through its representative
Felice Bonneti, would secure the weapons originating from
Pakistan and Uzbekistan via military contacts in the Czech
Republic. In return, the ETA would provide cocaine
supplied by narco-terrorist groups in South America,
presumably the Revolutionary Armed Forces of Colombia
(FARC), in exchange for a quota of the weapons

delivered to ETAY?,

Finally, the group is also linked with arms trafficking
operations originating in or transiting through the former
Yugoslavia, what is known as the “Balkan Link.” It is
suspected of having connections with prominent arms
and narcotics traffickers in Croatia and Bosnia such as
Mohamad bin Saleh bin Hmeidi, a Tunisian linked to a
Bosnian Faction in the Croatian Army, and Radian Koradji,

a former Boshian Serb leader wanted for war crimes!s,

For storing, moving and laundering money, ETA tends to
favour low to no regulation jurisdictions. These jurisdictions
provide alternatives to the high-regulation jurisdictions of
the US and Europe, which terrorists perceive as risky due to
more stringent regulations.’® Consequently, ETA has been
known to hold accounts in offshore tax havens such as
Switzerland? and to have financial interests in countries
such as Nicaragua, Mexico, Cuba, Venezuela, Uruguay,

and the Dominican Republic2t.

A most recent example involves the August 2004 arrest in
Mexico of several ETA suspects accused of setting up a
covert financial network to funnel funds from Spanish to
Mexican banks for ETA member activities in Mexico.

Reportedly the funds were sent as cash transfers and
cashier’s checks so that the transactions and individuals

would be difficult to trace or identify22.

Jihadist networks in Europe

Since the mid-1990’s jihadi networks — especially from the
Maghreb countries of Morocco and Algeria -- have been
known to infiltrate European countries, notably the United
Kingdom, France, the Netherlands, Germany, Italy and
Spain. While several cells have been dismantled in the
past five years, it is safe to assume that salafist networks

remain active.

Two types of groups must be distinguished: the “franchise
groups” affiliated to Al-Qaida and other organisations
such as Ansar al-lslam, or the the pan-lslamic jihadist
movement, al-Takfir wal Hijra; and the “grassroots jihadis”
often linked to the Maghrebi salafia but devoid of formal

connections with international terrorism.

First, the weakening of the original Al-Qaida leadership
seems to have provided an opportunity for “franchise”
groups to take on the global jihad23. This is the case for the
Moroccan Islamic Combatant Group (GICM), the Armed
Islamic Group (GIA) and the Salafist Group for Call and
Combat (GSPC), recently renamed Al-Qaida
Organisation for the Countries of the Arab Maghreb,
which are believed to represent a direct threat to Europe

via sleeper cells and active recruiting strategies.
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As recently as February 2007, French police arrested eleven
suspected Al-Qaida affiliated operatives of Maghrebi
origin?* and anti-terror judge Jean-Louis Bruguiere warned
that the GSPC is planning attacks in France, Italy and
Spain?. Al-Qaida’s potential penetration in Europe,
therefore, would tend to be carried out using these proxy
groups. Second, a number of “grassroots jihadis” have

emerged across Europe.

These networks sympathise with and relate to the global
jihadi movement and the salafi/wahhabi ideology, sharing
common strategic objectives, but have little or no formal

connections to Al-Qaida or associated organisations?s.

Usually, these highly decentralised networked cells, such as
the Madrid train bombers, and represent a manifestation of
self-starter terrorism, perpetrated by disenfranchised
second or third generation immigrants. Most dismantled
cells were reportedly linked to Al-Qaida and associated

organisations, with Italy and Spain as notable hubs.

Italian groups included several GSPC-affiliated cells?” such
as the Varese network based in Milan and reportedly
dismantled in 2001 following the arrest of its leader Sami
Ben Khemais Essid, and Ansar al-Islam cells lead by Radi El
Ayashi, which planned attacks on the Milan subway and

the Cremona Cathedral in December 200228,

Spain hosted several groups including the Abu Dahdah
network, led by the Syrian Imad Eddin Barakat Yarkas?9, the
March 2004 Madrid train bombers, and the GlA-affiliated
Martyrs for Morocco, led by Mohamed Achraf and
allegedly dismantled in 2004 following a foiled plot to
bomb the National High Court in Madrid.

24 “France: Al Qaeda suspects arrested,” CNN (February 17, 2007).

http://www.cnn.com/2007/WORLD/europe/02/14/france.arrests/index.html

Most of these cells were more or less linked to other cells
throughout Europe, usually to exchange financial and
logistical support. Nizar Trabelsi’s network in Belgium, for
instance, is suspected of having provided forged
documents to many cells, including the Hofstad Netwerk in
the Netherlands, the Madrid train bombers, Martyrs for
Morocco, and the Varese Network®. Jihadi networks in
Europe also participate in the crime-terror nexus. Their
income seems to be mostly derived from low-level crime
with operatives gradually penetrating local criminal

structures by using ethnic and cultural links.

The Abu Dahdah network became known for using
delinquents to engage in minor robbery in shopping
centres and credit card fraud3!. The Madrid bombers were
linked to vehicle theft, jewel theft and various types of
counterfeiting3?, while the Trabelsi network specialised in

document forgery.

Small front businesses were also used as ideal vehicles to
transfer illicit funds and to facilitate immigration through
the provision of work permits. Jamal Zougam, a key
suspect in the Madrid bombings believed to have
provided the SIM cards used to detonate the bombs,
owned a phone repair shop in Madrid called Nuevo Siglo.
Another Spaniard of Syrian origin, Muhammad Galeb
Kalaje Zouaydi (aka Abu Talha), arrested in 2002, allegedly
used a business in housing construction and sales as a

cover to channel money to Al-Qaidass3.
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Narcotics and weapons trafficking are another main source of
terrorism funding for groups from the Maghreb such as the
GSPC and the GIA. Most are known to operate with the
logistical and financial support of cells based in Europe, which
rely on specialized migrant smuggling networks from North
Africa capable of easily infiltrating or exfiltrating targeted

European countries34.

Narcotics trafficking from Morocco, notably the hashish trade
that transits through the Spanish enclaves of Ceuta and Melilla,
amounted to approximately US$12.5 billion in 2004 and has
been identified as the major source of funding for three major
terrorist incidents: the aborted attack on a US Navy vessel in
Gibraltar in 2002, the bombing of several sites in Casablanca in
May 2003, and the March 2004 Madrid train bombings3s.

Experts indicate, moreover, that a “triangular trade” is
gradually emerging that consists of weapons,
stolen/contraband goods and narcotics. In Europe, this nexus
is mostly active in France and especially Spain, which because
of its geography is a major transit and destination point for
Moroccan cannabis®. Indicating no slow down of narcotics
smuggling activities, on 17 August 2007, it was reported that
Belgian police had seized 11 metric tons of cannabis from

Morocco in Antwerp.

With an estimated value of $67 milion, the shipment
represented about 1% of Morocco's annual production.
Moroccan cannabis, mainly from the Rif mountains, accounts
for about 80% of hashish consumed in Europe. It is highly
plausible that at least some Jihadists continue to derive their

funding through the narcotics trade.

Implications for counter-terrorism financing

The ETA and Jihadi networks operating in Europe vastly
differ in their organizational structure. On the one hand,
ETA is as a highly centralized, bureaucratic, top-down
organization, with seemingly sizeable financial resources
derived from a variety of illicit activities. On the other
hand, jihadists may be conceived as decentralised
networks of autonomous cells built on bottom-up social
connections, which require less funding for their structural

and operational expenses.

Taking the Madrid train bombers as a case in point, most
of them were second or third generation, home-grown
terrorists with small jobs (i.e. mining, bricklaying) or phone
repair businesses which provided enough money for daily
life. In addition, the cost of the attack itself on commuter

trains was low, amounting to about US$10,00037.

While eempirical evidence shows that ETA and jihadis tend
to overlap in the same criminal industries to raise money -
notably narcotics trafficking, document forgery or
counterfeiting -- ETA is probably engaged in larger-scale

criminal activities.

While ETA participates in the formal financial system,
exploiting banks and offshore havens to effectively
leverage the global financial system, jihadis in Europe will
most certainly rely on small front businesses or informal
value transfer systems such as hawala to move money,
occasionally using the current accounts of individual

members to store small sums at a time.

Ultimately, ETA appears more vulnerable to CFT measures
due to its relative exposure to the legitimate financial
sector. Arguably, the reality of terrorist financing seems to
be that terrorist groups will choose to rely either on formal
or informal financial methods, depending on their nature
and organizational structure. Alternatively, other
organizations may develop hybrid structures that
incorporate elements of both systems, thus creating
complex financial networks that will become more difficult

to dismantle.

34 Mili, Hayder, “Tangled Webs: Terrorist and Organized Crime Groups,” The Jamestown Foundation, Terrorism Monitor, Volume 4, Issue 1 (January 12,
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35 “UN Warns About Nexus Between Drugs, Crime and Terrorism,” UN Press Release (October 1, 2004).
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Terrorist financing may undermine the integrity of
exposed financial institutions and associated entities. It is
crucial, therefore, to prevent inadequate risk
management that could translate into financial and
reputation risk. Among the most effective and readily
available counter-measures are Know-Your-Customer
(KYC) procedures which make it possible for financial
institutions and businesses to review transactions against
databases of individuals and entities with terror links,
money launderers, narcotics traffickers and other high-
risk categories such as politically exposed persons
(PEPs)zs.

In turn, these databases allow the screening of potential
customers, at the onset - before any account
subscription or transaction has been made - based upon
their transaction histories, sources of funding and other

factors.

Such a tool provides a number of possibilities to disrupt
the financial networks of the ETA and jihadi networks.
KYC procedures may help trace ETA illicit money flows by
identifying suspected terrorist financial facilitators,
beneficial owners behind transactions from foreign
correspondent banks, or front businesses used to launder

money.

They could contribute to crackdowns on suspected
financiers such as the March 2005 arrest of Andrés Larrea
Aranzabal and Pedro Félix Morales San Sebastian in
Vizcaya, Spain, on suspicion of having sent money to ETA
activists in hiding in countries such as Cape Verde and
Venezuela. These individuals were traced via several
international transfers totaling Euro 36,000 (US$47,965)
from a joint bank account linked to the banned

Batasuna party.

Furthermore, ETA’s financial network may be targeted via
the high-profile mafia or narco-trafficking intermediaries
used in the profitable narcotics-for-weapons trade. Working
backward along the chain from recipient to depositor
allows investigators to trace back a train of transactions

and usually results in locating the assets of the originators.

Finally, jihadis are also vulnerable to CFT measures, notably
when they engage in credit card or telecom fraud.
Databases are useful in this regard. By recouping profiled
individual behaviors, it is possible to find similarities in the
way fraudsters, criminals and terrorists proceed to generate

funding.

Moreover, financial institutions may develop better risk
indicators for suspicious activity via the identification of
credit card fraud patterns. With firmer KYC practices that
would involve getting to know the customer’s particulars
(ID, phone number, address), terrorists will likely find it harder
to impersonate others to fund their infrastructures and
attacks. These measures, taken together, will go a long

way in keeping terrorists outside the financial system and

deterring future attacks.
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INSIGHT

Terrorist Financing 1n India

Keep a close watch on inward remittances

India is the world’s largest recipient of
inward remittances. Non-resident
Indians (NRIs) now transfer almost
$25 billion a year to family members in
India, surpassing long-time remittance
leaders, Mexico and China. As the
largest source of foreign capital, NRI
remittances positively affect India’s
cconomy; however, the threat of
terrorist financing remains
considerable.

Terrorists and insurgents could
increasingly exploit India’s inward
remittance system to fund their
infrastructures and attacks on India
and its citizens. Statistics from the US
National Counterterrorism Centre
indicate that terrorist attacks in India
since 2001 have claimed more lives
than in any other country save Iraq.
Indian national security advisor, M K
Narayanan recently said that reducing
the flow of funds and money supply
to terrorist outfits and organisations is
perhaps the most vital aspect’ in the
fight against international terrotism.
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While the financial cost of attacks is
relatively cheap, the cost to maintain
terrorist infrastructures is
comparatively high. Travel, training,
safe houses, satellite phones,

bribery, electronic equipment,
automobiles and weapons can add up
to significant amounts. Terrorists and
insurgents often source financial
support from diaspora communities
abroad.

MOST COMPLIANCE
OFFICERS LACK THE
INFORMATION AND
TOOLS TO ADEQUATELY
ADDRESS THE THREAT.
Consistent with the view held by
general population, Indian intelligence
officials indicate that terrorists are

increasingly using regular banking
channels and wire transfers for sending

money. The vehicles for inward
remittances to India are varied, but the
most important are:

Electronic wire/Swift
Personal cheques
Travelers’ cheques

Hawala
Banker is first line of defense

The inward remittance system as it
exists today is vulnerable to terrorist
movements secking to fund their
activities. A number of Indian banks
are implementing systems to increase
the level of scrutiny of remittances; to
identify unusual or suspicious
transactions or transfers; and to
comply with governmental anti-money
laundering regulations and standards.
Yet, most compliance officers - the
first line of defense in countering
terrorist financing (CTF) - lack the
proper information and tools to
adequately address the threat.

The Indian Banker 37



INSIGHT

The bankers are not to blame.
Counterterrorism has historically been
the responsibility of only the law
enforcement, military and intelligence
communities. But this arrangement no
longer works. As Merrill Lynch’s
Robert Werner said recently, now
more than ever, the private sector
needs to help prevent terrorism
financing.” Threat environments and
technology evolve too fast for sclerotic
bureaucracies to take on these
challenges alone. For example, Indian
intelligence officials now indicate that
terrorist groups with a presence in
India are increasingly using more
sophisticated and legitimate financial
instruments such as real estate,
securities and the stock market to raise
and move funds in and out of the
country. Recognizing that money is
essential to terrorism, Indian bankers
are sitting on the front lines of a battle
that promises to continue through the
foreseeable future.

To help neutralise the threat, the first
step in any successful CTT strategy is
two-fold. First, compliance officers
need to raise their awareness of the
threat environment. Which groups are
known to be active in a given region?
Which groups have sympathizers or
supporters in the area? What
signatures’ or patterns of funding
methods do these groups tend to
have? What are some possible terrorist
financing scenarios? Where can one
obtain this kind of
information/intelligence quickly in the
event that one does not already have
it? These are a few questions that
every compliance officer in India
should be able to answer to ensure
situational awareness.

The second component involves
assessing threat and risk. The
compliance officer should think
creatively about the exploitable
vulnerabilities regarding the parts of
the system he oversees. In addition,
the officer should be cognizant of the

38 The Indian Banker

relative probability of the vulnerability
being exploited and the consequences.
With regard to situational awareness,
the geographic source of India’s
inward remittances is useful. North
American and Persian Gulf countries
represent two-thirds of India’s total
inward remittances. The Liberation
Tigers of Tamil Eelam (LTTE) source
a considerable portion of their

TERRORISTS AND
INSURGENTS COULD
INCREASINGLY EXPLOIT
INDIA’S INWARD
REMITTANCE SYSTEM TO
FUND THEIR
INFRASTRUCTURES AND
ATTACKS ON INDIA AND
ITS CITIZENS. STATISTICS
FROM THE US NATIONAL
COUNTERTERRORISM
CENTRE INDICATE THAT
TERRORIST ATTACKS IN
INDIA SINCE 2001 HAVE
CLAIMED MORE LIVES
THAN IN ANY OTHER
COUNTRY SAVE IRAQ.
funds from Canada and the United
States. The Tigers often funnel the
money through Tamil communities in
India, especially in Tamil Nadu and
Mumbai, where the Tigers have a

significant presence. The Sikh
separatist movement, Babbar Khalsa

International, is yet another example
of an active group whose funding
enters India from a diaspora
community based primarily in the
west. With regard to remittances from
Arab Gulf states such as the United
Arab Emirates, Jihadist groups funded
from supporters in Pakistan and Saudi
Arabia are known to use Dubai to
transfer funds into India for attacks.

If the terrorists use good tradecraft,
these funds will probably blend in with
the vast ocean of legitimate transfers.
However, compliance officers can
learn to detect certain recurring
patterns that may indicate the illicit
nature of the remittance. More art
than science, gauging geographical
factors, typologies and certain
indicators, taken in sum, can be useful.

Take the LTTE for example. While its
protracted terrorist and insurgent
campaign takes place mostly in Sti
Lanka, the Tigers’ financing and
procurement arms are known to be
present and active in India. The
southern state of Tamil Nadu, where
approximately 65,000 Sti Lankan
Tamils reside, is believed to be a
strategic node in LT'TE’s sophisticated
global financial structure. Funds raised
in the west and elsewhere may be
transferred through India before being
converted into arms, cash or other
forms of value and shipped to LTTE
across the Palk Strait into the primary
theatre of conflict.

What are some of LTTE’s funding
sources and how does it move money?
Predominant funding sources include:

m Extortion from the 600-800,000 Sti
Lankan Tamil diaspora raised and
transferred through umbrella of
charitable fronts,

m [ egitimate businesses such as

telecommunications, restaurants,
real estate, factories,
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m Illicit businesses such as credit card
fraud, arms, narcotics and human
trafficking.

However critical it is to identify these
sources and typologies in-depth, this
alone is not enough.

In addition to focusing on funding
patterns, the crux of any effective
CTF programme is to know your
customer (KYC), and your customer’s
customer; in essence, mapping the
associated risk of all known
individuals, organisations and
businesses within a network. Only by
identifying the people and
organisations that represent associated
terrorist risk will the financial
community be able to adequately
address the threats faced. For example,
LTTE is known to move its money
institutionally through charitable fronts
and Hindu temples that it controls. In
addition to raising and moving money,
these institutional fronts serve the
dual-purpose of housing, employing
or recruiting LTTE cadre or close
associates of LTTE cadre. If LTTE
influence over an institution wanes or
is dissolved by law enforcement, the
managers involved tend to liquidate
and open shop under a new name.
Therefore, a critical component of any
effective CTF strategy is keeping a
close watch on the people and
organisations that constitute a terrorist
group’s infrastructure.

Scenarios

As previously mentioned, creative
thinking about how terrorists could
exploit vulnerabilities in the system is
needed. How could the Tigers use
inward remittances to move terrorist
funds? Here atre a few scenarios you
need to be ready for:

m First, the Tigers, having acquired
funds through the above criminal
activities, seek affluent Indian
nationals living abroad, who have a

40 The Indian Banker

long history of sending funds to
family inside India. They then, upon
threat of physical harm top either
the Indian expatriate or his family
within India, force him to send
their illicit cash to the relatives, or
through a front recipient living in
India.

BANKERS ARE NOT TO
BLAME. COUNTER-
TERRORISM HAS BEEN
THE RESPONSIBILITY OF
ONLY THE LAW
ENFORCEMENT, MILITARY
AND INTELLIGENCE
COMMUNITIES. BUT THIS
ARRANGEMENT NO
LONGER WORKS.

= Alternatively, the LT'TE, or overseas
Tamils under its influence, forms a
bogus charity, and that short-lived
charity (possibly unregistered) sends
funds to its home office’ in India,
from which it is quietly and quickly
transferred to a location where it
can be used to purchase weapons
and ammunition.

m Another possibility is that they
locate ethnic Tamils abroad who
have family living within India, and
they arrange for those individuals to
send purported remittances’ to
their relatives, but the Tigers’
representatives are controlling the
recipients, and all such transfers
flow directly to the Tigers.

Conclusion

All these examples demonstrate that
Indian financial institutions must not

be complacent with the regulatory
regimes put in place. Instead,
compliance officers need to remain
proactive in adopting a risk-based
approach to help neutralise the threat
of terrorist financing. A robust KYC
programme is the bedrock of this
approach, coupled with effective
situational awareness of the threat
environment and the active terrorist
groups present in India.

Thetefore, set up a programme at your
bank that will alert you to any inward
remittances of dubious origin, such as
large payments to a charitable entity in
India, which has no history of
humanitarian activities. Create red
flags’ of terrorist financing indicators
for terrotist groups active in your
region. Be on the lookout for
abnormal changes in transaction sizes,
unusual or suspicious activity, and
transactions inconsistent with inward
remittance activity. Train your staff to
recognise these indicia. Above all, be
alert for a major increase in any inward
remittances that are then transferred
out immediately after receipt.

We trust that this has sensitised you to
the possibility that terrorist funds may
be flowing through your bank.
Conduct an internal compliance audit
to confirm that they are not already
there.
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the FBI alleged: “To co-ordinate these activities,
the LTTE has established ‘branches’ in at least 12
countries.” The complaint claims that Karunaka-
ran Kandasamy, alias Karuna (not to be confused
with faction leader Vinayagamoorthi Muralitha-
ran, alias Colonel Karuna), is the director of the
US branch of the LTTE, which the FBI alleges op-
erates out of a Queens, New York-based charity
known as the World Tamil Co-ordinating Com-
mittee (WTCC). The WTCC has denied provid-
ing material and financial support to the LTTE
and no legal proceedings have been brought
against the organisation. Karuna was indicted
in May along with six other individuals on one
count of providing material support to a foreign
terrorist organisation. Five of the seven individu-
als, not including Karuna, were also indicted on
one count of bribing public officials. According
to a the complaint unsealed in April, in their
alleged conspiracy to bribe US Department of
State officials in order to remove its designation
as a foreign terrorist organisation, LI'TE opera-
tives, who said they represented senior leader-
ship, allegedly discussed a maximum upfront

payment of USD1 million in cash. However,
the deal apparently required the authorisation
of ITTE leader Prabhakaran, representing the
relative wealth and command-style structure of
the LTTE’s financial and procurement methods
and decision making, and was not finalised. All
individuals in the cases deny the charges against
them. No trial date has yet been set.

The method of staffing an ethnic Tamil-as-
sociated LTTE front with a professional finan-
cial and/or procurement cadre is a signature
LTTE practice used internationally. For example,
an ongoing Royal Canadian Mounted Police
(RCMP)/Canadian Security Intelligence Service
investigation into the flow of funds from Canada
to the LTTE in Sri Lanka (Project Osaluki) led to
an April 2006 raid on the Montreal office of the
World Tamil Movement (WTM).

The RCMP alleges the movement is a front
organisation for the Tamil Tigers and has been
deeply involved in the financing of the group.
According to the RCMP, the various Canadian
World Tamil Movement offices transferred funds
to its ‘mother’ office in Toronto which, in turn,
transferred the funds to bank accounts in Sri
Lanka. During a Quebec court hearing in May,
Kathiravelupillai Sithanparanathan, the 84-year-
old president of the WTM’s Montreal office,
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denied the organisation has supplied money to
the LTTE. Sithanparanathan is not subject to
any legal proceedings. The hearing concluded
with a year’s extension to the RCMP’s custody
of evidence in relation to the investigation (the
RCMP is only legally allowed to hold evidence
for one year). No legal proceedings have yet been
brought against any individual or organisation.
Previous FBI investigations reveal additional
information about the LTTE’s ability to use its
financial resources to procure weapons. The
continued unchallenged air dominance of the Sri
Lankan Air Force will exacerbate the LTTE’s need
to obtain anti-aircraft weaponry such as the SA-
18 surface-to-air missiles to address the strategic
imbalance. Sri Lankan airspace remains a key
realm of the conflict where Sri Lankan armed
forces continue unmatched since the LTTE’s Zlin
light aircraft are only able to launch bombing
attacks on stationary targets with little capac-
ity to take on the Sri Lankan air force. The pro-
curement of anti-aircraft technology is likely to
continue to be the primary driver of LTTE pro-
curement efforts if the two recent major LTTE

arms procurement arrests on the island of Guam
and New York are any indication. In September
2006, a US-led investigation unearthed a major
LTTE arms procurement group operating from
Baltimore and Guam. Six people were detained
and indicted for attempting to purchase and ex-
port USD3 million worth of weapons, including
surface-to-air missiles for the LTTE. US officials
confiscated USD700,000 and charged the indi-
viduals involved with aiding and abetting a ter-
rorist organisation and money laundering.

The people involved were a Sri Lankan citi-
zen of Tamil descent named Thirunavukarasu
Varatharasa, Singaporean citizen Haniffa bin
Osman, retired Indonesian Marine general Erick
Wotulo and Indonesian citizens Helmi Soedird-
ja, Haji Subandi and Rinehard Rusli. In January,
Rusli and Soedirdja pleaded guilty to attempting
to illegally export arms and money laundering.
Subandi and Wotulo pleaded guilty to conspira-
¢y to provide material support to the LTTE and
attempted export of arms and ammunition in
March. Haniffa bin Osman pleaded guilty to con-
spiracy to provide material support to the LTTE
in April and Varatharasa pleaded guilty to con-
spiracy to provide material support to the LTTE
and attempted export of arms and ammunition
in May. Given the diversity of nationalities, this

incident may highlight the trend of increased use
of non-affiliated arms brokers, which provides
plausible deniability and greater operational
security. Alternatively, it could indicate that the
profit motive has gained ground relative to the
group’s traditional ideological motivations.

An earlier FBI complaint, unsealed in August
2006, provides additional clues into the LTTE’s
financial and procurement structure and needs.
As the result of a joint investigation with the
RCMP, the document alleges that two Canadian
LTTE operatives, apparently representing senior
leadership in Sri Lanka, attempted to procure
weapons including surface-to-air systems from
the US. The first LTTE agent was tasked with
finance whereas the second was particularly
interested in the logistics of the arms deal. The
discrepancy suggests the LTTE has cadres that
specialise in complimentary aspects of finance
and procurement.

The document details the LTTE operatives’
intention to purchase 50 to 100 Russian-made
surface-to-air missiles for use against the Israeli-
made Kfir fighter jet the Sri Lankan air force uses.
It further makes clear the LTTE wished to obtain
military weaponry that would destroy boats. Il-
lustrating the LTTE’s decision-making structure
and relative wealth, the operatives — allegedly
naming and deferring to Pottu Amman as re-
sponsible for ‘outside purchasing’ of arms — dis-
cussed a price of USD900,000 to USD937,000 for
an initial package of 10 SA-18 surface-to-air mis-
siles, 500 AK-47 assault rifles and the necessary
training, which was to take place in Sri Lanka.
According to the complaint, the LITE agents
indicated that payment could be made through
accounts in the US, Switzerland, St Croix in the
US Virgin Islands or other offshore financial ju-
risdictions. The LTTE agents specified the point
of delivery should be a ship-to-ship transfer in
the Indian Ocean, suggesting a role for KP’s Sea
Pigeons. The two people were indicted in Sep-
tember 2006 along with three others on one
count of conspiracy to provide material support
to a foreign terrorist organisation and one count
of attempt to provide material support to a for-
eign terrrorist organisation. All individuals deny
the charges against them. A trial date of 10 March
2008 has been set.

Europe

The EU is an additional theatre for the LTTE’s
financial operations. Following the EU’s decision
to proscribe the Tigers in May 2006, increased
law enforcement activities have taken place, for
example in France.

France has a history of being a strategic po-
sition in the LTTE international co-ordinating
structure and financing network. However, its
activities there have been under-reported. Both
former heads of the LTTE International Secre-
tariat, Lawrence Thilagar and Velyummylum
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Manhoharan, have previously been based in
Paris, while Manhoharan was granted French
citizenship in May.

In early April, French police executed a co-or-
dinated raid that targeted alleged LTTE-related
entities and people in Paris. The raids were timed
to coincide with the usual LTTE fundraising ac-
tivities police believed to start on Friday evenings
and end the following Sunday.

According to an Indian news report, the LTTE
in France require each Tamil family to pay a
minimum of EUR2,000 (USD2,728) per year
and businesses EUR6,000 (USD8,185) per year.
If Tamil expatriates are not compliant they are

i Lankan President Ma-
inda Rajapakse (centre)
spects a haul of weapons
captured by the Sri Lankan

army from Tamil Tigers in

Februgry 2007.
ar .. AN

reportedly subject to aggressive psychological
and violent treatment. For example, an LTTE
associate reportedly owns a farmhouse outside
Paris where abducted Tamils are taken, tortured
and ransomed until their families agree to pay
significant sums of money for their release.

The LTTE in France allegedly outsourced its
fundraising tasks to two ethnic Tamil gangs, per-
haps as a means for LTTE leadership to achieve
some plausible deniability in the event of a law
enforcement raid. Two gangs were charged with
the task of collection and were given a 20 per cent
commission, according to the Indian report. Re-
ports of the use of Tamil gangs for extortion and
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Procurement structure

Overseas funds are used to procure arms.
Although captured and salvaged weapons
from the Sri Lankan armed forces comprise
an estimated 60 to 70 per cent of the total
arsenal of the LTTE, according to the Small
Arms Survey, the remainder are sourced
from overseas by the KP Department.

The southern province of Tamil Nadu in
India has historically played a pivotal role in
LTTE procurement activities and will likely
continue to do so even in the long term.
Predominately populated by ethnic Tamils,
113 refugee camps house approximately
65,000 Sri Lankan Tamil refugees. Com-
bined with the geographical proximity to
Sri Lanka, this has allowed Tamil Nadu to
become the essential transit point in LTTE
arms, narcotics, contraband and possibly
human smuggling. The highly competent
Sea Tigers continue to enforce substan-
tial control over the northern waters of Sri
Lanka permitting successful smuggling op-
erations from Tamil Nadu. In the first three
months of 2007 alone, at least 20 individu-
als have been arrested in Tamil Nadu for at-
tempting to smuggle weapons to the LTTE.
However, it is also important to note that the
weapon consignments from Tamil Nadu
have been largely limited to items of fairly
low technology. For instance, ball bearings
used in mines was a recurring item appear-
ing in all the arrests; other items include
detonators and explosives.

Beyond Sri Lanka’s neighbour, Cam-
bodia is one of the most significant single
sources of weapons for the LTTE outside
of Sri Lanka, estimated by the Small Arms
Survey to contribute between five and 10
per cent of the LTTE stockpile. The remain-
der of internationally procured weapons
are believed to originate from the rest of
Southeast Asia, North Korea, Afghanistan,
Lebanon, Cyprus, Greece, Turkey and
Ukraine.

Thailand is another centre of operations
for the LTTE. The 10,000-strong Thai-Tamil
community allows LTTE operatives the abil-
ity to blend in and a ready source of man-
power. Moreover, its strategic location to
arms markets in Cambodia and proximity
to Sri Lanka make it an ideal base of ship-
ping and procurement operations. In May
2003, three alleged KP operatives were
arrested in Ranong province and pleaded
guilty to weapons smuggling, being sen-
tenced in November 2003 to five years
imprisonment. Thai authorities recovered
10 Glock pistols, 3 HK Mark 23 pistols and
45,000 rounds of assorted ammunition.
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other illicit activities have also been prevalent in a
number of other countries, including the UK.

In Norway, 16 people were sentenced to prison
terms up to five and half years in May 2007 for
credit card fraud on behalf of the LTTE. By skim-
ming card data, the men had apparently gathered
NOKS5.3 million (USD890,000). International
credit card fraud schemes are probably not un-
dertaken by LTTE cadres in all cases, but rather
outsourced to pliant individuals with a profit
motive as a commission would have been likely.

Asia

The use of agents has been confirmed by the
detention of distinct groups of operatives in
Southeast Asia in addition to other regions.
In May 2006, a six-man Tamil team from the
UK arrived in Singapore with blank cash ma-
chine cards, a cash machine card encoder and
a portable computer with cash machine card
information of account holders in the UK. The
operation failed when one of the six opera-
tives alerted a security guard and was arrested.
Shortly after, the other five were found in their
hotel room with USD354,070 in cash after
three days of activity. All six pleaded guilty
to conspiring to steal and access a computer
and were convicted to sentences ranging from
seven years and six months to 10 years and six
months imprisonment.

Arrests have been made in relation to simi-
lar schemes in Thailand, Kenya and Sri Lanka.
Although credit card fraud has garnered more
publicity in recent months, the LTTE’s chief
trade in Asia is reportedly heroin trafficking,
although no verifiable evidence has been pro-
duced. According to G H Peiris at the Universi-
ty of Peradeniya, the LTTE secures the Golden
Crescent-Europe route and possibly routes out
of the Golden Triangle.

The US Library of Congress stated in its
October 2003 report, Nations hospitable to or-
ganised crime and terrorism, that the LTTE then
alternate their routes involving transportation
back to coastal areas of Sri Lanka or Tamil
Nadu, where its naval forces can secure smug-
gling operations. Global distribution is then
achieved through carriers via international
airports in Colombo, Mumbai and New Delhi,
according to Peiris.

Although the LTTE is unlikely to be involved
in street-level distribution of heroin, it is pos-
sible that LTTE-affiliated street gangs may
be involved in lower-level distribution. The
RCMP claims that a portion of the USD1 bil-
lion drug market in Montreal is controlled by
Sri Lankans connected to the LTTE.

The LTTE also uses legal businesses, often
serving as fronts for mobilising money, people
and equipment. Much hearsay exists about the
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Harvesting ‘Little Jaffna’

The Sri Lankan Tamil diaspora numbers approximately 600,000 to 800,000. Violent race riots
in the late 1970s and early 1980s and the advent of civil war resulted in significant waves of
emigrants to Western states. Sri Lankan Tamils are distributed in enclaves comprising: Cana-
da (200,000-250,000); India (150,000); the UK (110,000); Germany (50,000); and Switzerland,
France and Australia (30,000). A lesser but significant number emigrated to Southeast Asia,

the Middle East and Africa.

The immigration flows between these host countries and Tamil-administered Sri Lanka
have resulted in Tamil enclaves, complete with numerous Tamil media, bilingual business
directories, and cinemas, often known colloquially as ‘Little Jaffna’. The middle and profes-
sional classes tended to migrate to the richer countries in the West, such as Canada and the
UK, which were known to have liberal asylum and welfare laws. Poorer parts of the Sri Lankan
Tamil population migrated to refugee camps in Tamil Nadu, India, which remains a strategic
node for the LTTE’s procurement and shipping network. A correlation may exist between this
migratory pattern and the tendency for LTTE money to come from developed countries and
manpower for smuggling operations to come from less developed countries.

LTTE’s telecommunications and shipping ven-
tures in Southeast Asia, but there is no defini-
tive proof.

Remittance channels
While fundraising may be undertaken by LTTE
operatives and outsourced agents, the transfer-
ral of money uses different methods. Interpol
identifies the Sri Lankan Tamil community
with the use of hawala, an informal value trans-
fer system that leaves little trace and operates
outside the formal banking system. While the
use of hawala may be prevalent among Tamils
living in Sri Lanka and India, the LTTE and its
supporters tend to use a variety of complex fi-
nancial methods to transfer money where it is
needed.

First, its international network of non-gov-

ernmental organisations works as an efficient
way for it to move funds wherever investment
or procurement opportunities arise. Proving
that they can be profitable, these non-profit
organisations afford an estimated USD2 mil-
lion a month to the LTTE war chest, accord-
ing to Peiris. The charitable fronts also offer
tax-free status and legitimacy gained through
working with larger, reputable, non-govern-
mental organisations.

According to the Sri Lankan government,
the December 2004 Indian Ocean tsunami dis-
aster allowed the LTTE to raise large sums of
money and move them to LTTE-administered
regions under the pretext of charitable disas-
ter relief. The Sri Lankan government claims
much of the money has been untraceable and
it has been diverted to the LT'TE war machine.

CONCLUSION ool

The LTTE’s strategic aim of defeating the
Sri Lankan military and securing a political
victory in the form of a separate Tamil state
depends on the organisation’s capacity to
source money and arms abroad. Its stra-
tegic need to acquire high-tech weaponry,
such as surface-to-air missiles, indicates
that its activities will continue.

However, if the Western law enforcement
crackdown on LTTE financial and procure-
ment continues, the group’s ability to fight
may be weakened in the medium term, de-
grading its ability to withstand the Sri Lankan
government’s offensives and further under-
mining its combat capabilities.

Given the losses already incurred by the
LTTE since 2006 in the east of the country,
this may lead to increased pressure to sue
for peace, although given the tenacious

history of the LTTE not even a severe deni-
gration of its arsenal will encourage a political
settlement with the current government. B
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