Guidelines for Financial Institutions on suspicious financial patterns

Account activity
1. Accounts that receive relevant periodical deposits and are dormant at other periods.

2. Mixing of cash deposits and monetary instruments in an account in which such
transactions do not appear to have any relation to the normal use of the account.

Transaction Activity
1. A dormant account containing a minimal sum suddenly receives a deposit or series
of deposits followed by daily cash withdrawals that continue until the transferred
sum has been removed.

2. Deposits for a business entity in combinations of monetary instruments that are
atypical of the activity normally associated with such a business (for example,
deposits that include a mix of business, payroll and social security cheques).

3. Large cash withdrawals made from a business account not normally associated
with cash transactions.

4. Large cash deposits made to the account of an individual or legal entity when the
apparent business activity of the individual or entity would normally be conducted in
cheques or other payment instruments.

5. Multiple transactions carried out on the same day at the same branch of a financial
institution but with an apparent attempt to use different tellers.

6. The structuring of deposits through multiple branches of the same financial
institution or by groups of individuals who enter a single branch at the same time.

7. The deposit or withdrawal of cash in amounts which fall consistently just below
identification or reporting thresholds.

8. The presentation of uncounted funds for a transaction. Upon counting, the
transaction is reduced to an amount just below that which would trigger reporting or
identification requirements.

9. The deposit or withdrawal of multiple monetary instruments at amounts which fall
consistently just below identification or reporting thresholds, particularly if the
instruments are sequentially numbered.

10. Wire transfers ordered in small amounts in an apparent effort to avoid triggering
identification or reporting requirements.

11. A safe deposit box is opened on behalf of a commercial entity when the business
activity of the customer is unknown or such activity does not appear to justify the
use of a safe deposit box.

12. Sending or receiving funds by international transfers from and/or to locations of
specific concern.
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Account Holder

1. When opening an account, the customer refuses to provide information required by
the financial institution, attempts to reduce the level of information provided to the
minimum or provides information that is misleading or difficult to verify.

2. An account for which several persons have signature authority, yet these persons
appear to have no relation among each other (either family ties or business
relationship).

3. An account opened by a legal entity or an organisation that has the same address
as other legal entities or organisations but for which the same person or persons
have signature authority, when there is no apparent economic or legal reason for
such an arrangement (for example, individuals serving as company directors for
multiple companies headquartered at the same location, etc.).

4. An account opened in the name of a recently formed legal entity and in which a
higher than expected level of deposits are made in comparison with the income of
the founders of the entity.

5. The opening by the same person of multiple accounts into which numerous small
deposits are made that in aggregate are not commensurate with the expected
income of the customer.

6. An account opened in the name of a legal entity that is involved in the activities of
an association or foundation whose aims are related to the claims or demands of a
terrorist organisation.

7. An account opened in the name of a legal entity, a foundation or an association,
which may be linked to a terrorist organisation and that shows movements of funds
above the expected level of income.

8. Use of multiple personal and business accounts or the accounts of non-profit
organisations or charities to collect and then funnel funds immediately or after a
short time to a small number of foreign beneficiaries.

9. Shared address for individuals involved in cash transactions, particularly when the
address is also a business location and/or does not seem to correspond to the
stated occupation (for example student, unemployed, self-employed, etc.).

10. Stated occupation of the transactor is not commensurate with the level or type of
activity (for example, a student or an unemployed individual who receives or sends
large numbers of wire transfers, or who makes daily maximum cash withdrawals at
multiple locations over a wide geographic area).

11. Unexplained inconsistencies arising from the process of identifying or verifying the
customer (for example, regarding previous or current country of residence, country
of issue of the passport, countries visited according to the passport, and documents
furnished to confirm name, address and date of birth).

12. The opening of accounts of financial institutions from locations of specific concern.

Guidelines on suspicious financial patterns Page 2 of 2



